ABSTRACT Recent years online social networks (OSNs) have become an essential digital platform in the daily life of billions of earth inhabitants. Despite the advantages of easy communication and information sharing, OSNs users often fell in trouble causing by security breaches and violations. A recurring example of the troubles arises due to a rash acceptance of the friendship request, which can lead to the disclosure of personal information and vulnerability to an attack. Support for making a secure friendship decision is limited in the modern OSNs, making their use hazardous especially for the groups of children and young people. To overcome this issue, the paper proposes a method for evaluating the likelihood to become a friend in support of promoting hazard-free cyber environments. The proposed approach allows a user to define a model of a friend-to-be, and incoming friend requests are evaluated with reference to this model. The model takes into account the attributes (like common interests) and the behavioral properties of a friend-to-be (like frequency of the posts). The method allows for filtering friend requests to the given users and triggering notification of anomalous behaviors in an OSN. An empirical study proves the validity of the proposed model and its favorable characteristics against existing methods in the current OSN platforms.
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The motivation of the work: (a) Due to the lack of FRA mechanism, the traditional techniques are unable to recommend a friend, which increases hazards in OSN; (b) The automated technique can ensure the reliability of the FRA, which reduces hazards in OSN.
sure of sensitive personal information. In the current OSN platforms, existing functionalities do not feature any reliable procedure of making friendship. This vulnerability can be exploited by cyber adversaries to perform damaging online activities, including frauds, harassments, abuses, defamations, etc., with some of which translating into real-life offenses such as robbery, kidnapping and so on [4] - [8] .
Most of the existing OSNs have a fragile mechanism to justify a friend-to-be (i.e., who sends a friend request) and convert it to friendship. There are two types of techniques endorsed to validate and decide on picking up a friend, namely blind and manual [9] . In the blind technique, a user confirms friendship without knowing any information about the friend-to-be, which makes a user account insecure. In the manual technique, the user allows to confirm a requesting friend only after seeing his/her profile, which is timeconsuming, and at the same time not sufficiently reliable to rigorously evaluate the prospective friends' (friend-tobe) authenticity. As captured in Figure 1 , an automated and reliable friend request acceptance (FRA) method is therefore crucial to mitigate vulnerabilities and incompetence of friendship filtering that inherently present in the existing (blind and manual) techniques. Along with this direction, an attempt has been initiated in our previous work [9] where a simplistic numerical metric based on the attributes and behavioral properties was calculated for FRA recommendation.
Building upon our previous result in [9] , this paper proposes a new design of an automated recommender system that exploits a friend-to-be model in order to address the lack of proper FRA functionalities in the existing OSN platforms. A central point of the proposed technique lies in the modelling and derivation of a novel likelihood metric on the prospect of establishing friendship for a given friend request from a friend-to-be user. Based on this likelihood metric, an algorithm is presented to extract the requesting user attributes and subsequently evaluate the corresponding likelihood function of becoming a friend based on these attributes. An empirical study is then invoked to validate the effectiveness of the overall proposed system for FRA recommendation.
The empirical study demonstrated the responders' preferences in use of the proposed method versus the blind, the manual and the previous method [9] . The comparison of the proposed method against existing methods in terms of flexibility shows the magnitude at 2.98 of the users' preferences versus the blind, 1.47 versus the manual and 1.32 versus the previous method; security (2. 98 versus the blind, 1.33 versus manual and 1.14 versus the previous method); effectiveness (2.16 versus the blind, 1.26 versus the manual and 1.14 versus the previous method) and satisfaction (2.09 versus the blind, 1.45 versus the manual and 1.20 versus the previous method).
The remainder of this paper is organized as follows. Section II critically analyses related works in the literature. Section III is dedicated for specific discussion on the previous method of [9] , which serves as a benchmark. Section IV defines the model of a friend-to-be as well as the values, attributes, and weights. Moreover, the method and algorithm for evaluation of the likelihood of FRA are sub-categorized in this section. Evaluation of the proposed model and method is subsequently described in Section V. Finally, Section VI concludes the paper by summarizing the main contributions.
II. RELATED WORKS
A large body of works in the literature have attempted to address modelling users' behaviors in OSNs under varying aspects of security, trust, anomaly discovery and privacy preservation. Table 1 and Table 2 summarize the features and drawbacks of existing approaches by two parts.
In the context of our work, it is important to note that predicting the likelihood of friendship becomes a necessary service to be provided by OSN platforms.
Thus, friendship prediction becomes an important problem in OSN development and analysis. Application of the friend recommendation systems helps people finding new friends and expanding their networks. Friendship prediction in OSNs is also useful for various purposes, such as preserving privacy and marketing.
There are several [13] , [16] - [18] , [26] approaches to friendship modeling. The input is derived from the profiles of users' records such as existing relationships, social interactions, co-occurred places, etc. Friend recommendation systems may also take into account the topological structure of a social network.
Most of the existing approaches [20] , [24] , [26] , [27] use machine learning (ML) algorithms to improve the prediction performance. Taking into account the significance of developed approaches, ML algorithms are complex and timeconsuming. At the same time, their results are not always efficient because they can produce many superfluous and unordered friend suggestions. There is also a problem on the correctness of the input information. A user may not always want to set up a friend connection with a person [28] , [29] with whom he/she has similar attributes, social interactions or a number of co-occurred places. This why a friend recommendation system should give to a user a possibility to define a model of a friend-to-be. A useful concept is developed in [39] , where authors proposed a framework that can mitigate the hazards by employing two phases of filtering (namely, pre-and posttechniques) in OSNs.
III. ANALYSIS OF THE PREVIOUS METHOD
To the best of our understanding, the most recently proposed method that addresses friend-to-be evaluation and friendship decision making is given by Rahman et al. [9] . The method exploited common attributes in the profiles of an OSN user and a friend-to-be for evaluation of the friendship prospect. These attributes are derived from the Facebook interest categories, including sport, music, movies, etc. More specifically, based on the input:
1. Profile of a user and the profiles of his/her friends. 2. Profile of a friend-to-be and the profiles of his/her friends. The method outputs a value in the range of [0; 1], representing user' and friend-to-be' profiles matching (''the likelihood to become a friend''). While the method [9] offers a significant step toward the implementation of reliable friendship decision making in OSNs, it has several drawbacks as follows.
-Apart from the interest categories, other types of attributes were not taken into account (e.g., the date of birth, family relationships, social status, etc.). -The preferences of a user in the evaluation of the attributes were not considered. E.g., a user may give a favor to the interests in the music versus the sport category. -Only the common interests were taken into account.
At the same time, a user may have a preference to set up a friendship with a person, with whom he/she has no common interests. -There were no scales for the attributes evaluation. E.g., a user may have a preference to set up a friendship with a friend-to-be in the age group from 18 to 25 years, while disliking the friend-to-be requests received from the group from 12 to 17 years. -Behavior aspects were not taken into account, i.e., common likes/dislikes, the frequency of posts, etc. This paper proposes a new method that gives a possibility for an OSN user to build a model of the friend-to-be. The model takes into account the user' preferences by setting weights to the attributes such as personal data, interests, relationships and also behavior properties. An important part of the model is the scales, allowing a user to evaluate the values of attributes of a friend-to-be. The use of scales allows VOLUME 7, 2019 for bringing into the model the negative factors to take into account users' dislikes.
The proposed approach allows an OSN user to express the preferences for evaluating the friendship likelihood of friendto-be in a specific way, which in turn leads to the reliable decision making of friendship request. This model gives a possibility to evaluate a friend-to-be, which profile does not correspond literally to a user's profile. At the same time, if a user does not set up any of the choices of the friend-to-be model, the method may be used to build a default model based on the user' profile. This allows us to consider the method [9] as a partial case of this proposed method.
IV. MODEL AND EVALUATION A. FRIEND-TO-BE MODEL
Let us illustrate a sample of the model of a friend-to-be by considering next attributes taken from the profile of a friendto-be, which involve the categories as follows.
• Personal data -Gender -Age/date of birth -Education
• Relationships -The status of relationships of a friend-to-be -The number of common friends -Total number of friends of a friend-to-be
• Interests and behavior -Interests (sport, music, games, etc.) -The actual use of a social network -The frequency of posts of a friend-to-be -The number of the same and opposite likes and dislikes
• Geographical attributes -Country of living -Place of work or study -Visited places
• Language -English -German -Chinese Remark that our model of a friend-to-be is not restricted to only the above attributes. Utilization of these items shall be interpreted for the purpose of illustrating by an example, which takes into account a subset of all attributes derived from the profile of a friend-to-be. Herein the key point of the approach lies on attributes weighting for evaluation of a likelihood to become a friend.
We next describe the possible values of the above attributes, giving an example from the personal data category. In the proposed model, the weight of an attribute can be evaluated using a five-level Likert scale, reflecting a user preference as Very High (4), High (3), Moderate (2), Low (1), Very Low (0). Thus, the five-level natural number assigns a weight to a given model attribute. The zero (0) weight literally means non-importance of the attribute, while the number 4 gives a maximum weight. Table 3 shows a sample distribution of the weights for a user defined model. It aims at the attribute of Age, Gender and Education. Here, the scaling of preference (weight) is stretched between (0 to 4). For this sample, the user defines the highest (4) weight for the ''female'' and the Moderate (2) for the male at the Gender attribute. For the Age attribute, this user wants to neglect friend requests from the groups: ''Below 12'', ''From 36 to 54'' and ''Above 55'', giving them the Very Low (0) weights, except the age group of ''18 to 25'' that weighs the highest (4) and mostly prefer ''University Student'' for the attribute of education.
To illustrate the approach of existing friend recommendation systems, let us consider a weights assignment that might be automatically derived from a user OSN profile. Suppose, we have a 20-year old female user who is a university student. Her age falls within the group ''From 18 to 25'', and thus the maximum weight (4) will be automatically assigned to this value. Other weights of the attributes are assigned by some built-in OSN algorithm (in our example, we have the group: ''From 12 to 17'' assigned by weight ''3'' and the group ''Below 12'' assigned by weight ''2'').
From Table 3 , we can observe that a user's model of a friend-to-be based on his/her preferences may have a significant contrast to the weighting values that are automatically derived from the user profile (which serve as an input in existing recommendation systems) since the user may have a preference to communicate with people having different interests or belonging to different social groups.
B. EVALUATING THE LIKELIHOOD OF FRA
Following section describes the proposed method to evaluate the likelihood of establishing friendship given an incoming friend request. By construction, the input and output of the method are given by
• Input: Defined by a user model of friend-to-be;
• Output: The value [0; 1] of matching the model of friend-to-be and actual friend-to-be profile. As an initial step, the method evaluates the sum of the weights given by
where W f n is defined by the user's weighting preference of the value of friend-to-be attribute n, N is the total number of attributes used for evaluation and n ∈ {1, . . . , N }. The maximum possible sum of the weights of all attributes is given by
where W M n is a maximum value of the attribute n, which in our sample it is given by W M n = 4 for all n = 1, . . . , N . Note, that in general, the weights of different attributes might be measured in different scales. Finally, the ratio R ∈ [0, 1] that defines the prospect to become a friend is given by Table 4 demonstrates an example of applying the proposed method to evaluate the likelihood of becoming a friend. Remark that the maximum weights of all the attributes are taken from Table 3 , which are given by 4.
Based on equations (1)- (3), we can compute the ratio R that defines the prospect to become a friend for the above three samples as follows.
• For a friend-to-be (sample one), we have N = 3, W = 2 + 4 + 4 = 10, W max = 12 and R = 10/12 ≈ 0.83. This ratio means 83% prospect (likelihood) to become a friend.
• For a friend-to-be (sample two), we obtain N = 3, W = 4 + 1 + 1 = 6, W max = 12 and R = 6/12 = 0.50. This ratio means 50% prospect (likelihood) to become a friend.
• For a friend-to-be (sample three), we have N , W = 2 + 0 + 0 = 2, W max = 12, R = 2/12 ≈ 0.17. This ratio means 17% prospect (likelihood) to become a friend. search a corresponding attribute in the profile of a friend-to-be 5: if the attribute found then 6: add the weight of the attribute into the sum W The way we compute the ratios R in the above examples can be generalized into Algorithm 1 for any weighting configuration and the maximum values. This algorithm has the following properties.
-It is well applicable to incomplete models (when a user does not weight all values of all attributes). -The weight is taken into account if only the match is found in the profile of a friend-to-be. -Attributes, which are not defined in the model of friendto-be, are not taken into account. -The total number and weights of the attributes are calculated dynamically during the algorithm execution.
V. VALIDATION AND DISCUSSION
For the assessment of the proposed method in evaluating the likelihood of becoming a friend, a survey has been developed (see Appendix A It allows a responder to build the model of a preferred friend-to-be by weighting the values of the attributes. 3) Randomly generated profiles of the OSN users: This section contains ten randomly generated profiles of OSN users, which correspond to the model of a preferred friend-to-be. Responders of the survey were asked to evaluate the likelihood to accept a friend request by assessing randomly generated profiles. A responder should give the number in the range of [0; 100], where 0 means zero probability of accepting a friend request, while 100 means a maximum probability of accepting a friend request.
An example of these randomly generated profiles is given by Profile 1, who is a male, below 12, a school student, single, with a very high actual use of social networks and having 500+ OSN friends. His interests are movies and computer games. He has 0-3 common friends with a responder and makes average 20+ posts per day. He can speak Malay and Chinese and lives in Malaysia. See Appendix A for the details.
A. PILOT STUDY
The pilot test is an essential phase of the empirical study that provides initial indications and ensures the validity of the instrument. To that end, this work implemented a pilot test in order to assess the content and validity of the instrument as a prior step before conducting the final stage. Hunt et al. [38] pointed out that a minimum sample for conducting the pilot test is at least 30 respondents. Accordingly, we selected 30 respondents to participate in the pilot test from lecturers, postgraduate students and technical staff of the Faculty of Computer Systems and Software Engineering at the University Malaysia Pahang.
B. MAIN STAGE OF THE EMPIRICAL STUDY
The main stage of data collection was conducted identically to the pilot study. In May 2018, where 83 participants were selected from lecturers, students and staff of the Faculty of Computer Systems and Software Engineering at the University Malaysia Pahang. Participants were asked to evaluate the proposed method by the survey, described in Appendix A. After the initial data screening process, it was noticed that 7 respondents fail to answer one or more question(s) of the survey, not weighing all the values of the attributes. Since the proposed algorithm is applicable even for the incomplete models of a friend-to-be, the incomplete responses were also taken into account.
The collected data were used for assessing the effectiveness of the proposed formula (3). The evaluation was based on the comparison of results taken from the survey (observed values of the likelihood of a friend request acceptance) and values calculated by the formula (3). Every responder evaluates 10 randomly generated profiles of a friend-to-be (see Appendix A). Table 5 shows an example of the observed and predicted values of the likelihood of FRA. Pearson correlation between observed and predicted values was calculated. Since the correlation depends on the model of a friend-to-be, given by a survey responder, 83 evaluations were done. In all considered cases, the test shows a strong positive correlation ranging between 0.58 and 0.99 with the mean of 0.84. For the case presented in Table 5 the Pearson correlation coefficient is 0.98.
However, Pearson correlation cannot prove accuracy of the proposed formula with some statistical significance. In considered case, the mean of the likelihood of a friend request acceptance will strive to 50% both for the observed and predicted values. This means that for a big sample of diverse profiles, the evaluation will result in the average 1 2 likelihood of accepting and 1 2 of not accepting friend requests. Chi-Square goodness of fit test [40] was then employed to analyze how the observed values taken from the survey differ from the expected values, calculated by the formula (3). This test is non-parametric, which does not explicitly require a normal distribution of the data. For implementation, the data samples were segmented into likelihood ranges to compare empirical distribution coming from the samples with the anticipated probability distribution. Table 6 shows the numbers of observed and expected values that fall into the likelihood intervals.
Three important aspects of Chi-Square goodness of fit test include
• Null hypothesis: There is no significant difference between the observed and theoretical values.
• Alternative hypothesis: There is a significant difference between the observed and theoretical values. 
FIGURE 2.
Users' evaluation of 'flexibility', 'security', 'effectiveness' and 'satisfaction'.
• Hypothesis testing: It involves calculation of the probability (the p-value) of significant difference between the observed and the expected frequency of values. The details can be seen in Table 7 .
C. FEASIBILITY TEST Figure 2 reflects the mean values among the four different methods of accepting friend request subject to specified criteria in OSNs, namely flexibility, security, effectiveness and satisfaction. The findings are discussed as follows:
1) PERCEPTIVENESS TOWARDS FLEXIBILITY
In terms of flexibility, it is perceived that the majority of the users give preference to the proposed method by measuring the mean at 4.37, whereas the other approaches such as the blind, manual and previous method in [9] yields the mean values of m = 1.47, m = 2.97 and m = 3.30, respectively. The observed values show that the users have a higher preference in setting up their own friend-to-be models for establishing friendship in a flexible manner.
2) PERCEPTIVENESS TOWARDS SECURITY
It can be observed that the mainstream of the users have favorable inclination towards the proposed method with the mean value of m = 4.07 in terms of security compared to the other approaches, i.e., the blind method (m = 1.37), manual method (m = 3.07) and the previous method [9] (m = 3.57). The motivation behind this is given by the fact that a large proportion of the users believed that a secured type of the model to evaluate a person who desires to befriend them is critical in OSN platforms. Figure 2 demonstrates a varying level of users perception towards effectiveness in approving friend requests as provided by different methods. The proposed method shows a higher mean value of (m = 4.10) on the effectiveness metric in comparison to the other procedures, namely the blind method (m = 1.90), manual method (m = 3.27) and previous method in [9] (m = 3.60).
3) PERCEPTIVENESS TOWARDS EFFECTIVENESS

4) PERCEPTIVENESS TOWARDS SATISFACTION
The flexibility in OSNs emphasizes users' satisfaction and timesaving issues. It can be seen from Figure 2 that the most favorable result of users' consents goes to the proposed method with the mean value of (m = 3.97). On the other hand, alternative methods appear worse than the proposed method, i.e. with the blind, manual and previous method in [9] having the mean values of m = 1.90, m = 2.73 and m = 3.30, respectively. In fact, satisfaction in OSNs is shared by a particular user through his/her contacts.
5) T-TEST ANALYSIS
An independent T-test analysis is carried out to check the feasibility of the proposed automated model-based FRA technique as shown in Table 8 . The proposed method expressively outclasses the existing (blind and manual) approaches and the previous technique in [9] . It can be observed from the table 8, the statistical differences in evaluation of the proposed method towards other methods are quite significant (i.e., p < 0.05) in terms of flexibility, security, effectiveness and satisfaction. 
D. CONSIDERING THE TRUST MODEL
The proposed approach is general and used to evaluate friend requests based on some predefined set of attributes.
To illustrate the generality of our approach, given case study considers the most common attributes as Interests (sport, music, games etc.). At the same time, with allocation of a proper subset of attributes the method can be applied for evaluation of fraudulent and suspicious friend requests. Examples of such attributes are the frequency and content of the posts of a friend-to-be, very high or very low actual use of a social network, absence of common friends, etc. Allocation of such subset leads us to the definition of the trust model of friend request acceptance in OSNs.
Together with emphasis on security aspects of FRA in OSN, elaboration of the trust model needs change of weights of attributes and also the method output.
The initial proposal was to consider the value [0; 1] of matching the model of friend-to-be' and actual friend-to-be' profile as the output of the method. In the proposed trust model, the general output [0; 1] will be dived into the ranges: 
E. LIMITATIONS OF THE STUDY AND FUTURE WORK
For the sake of completeness, we outline the limitations of our empirical study as follows.
-Survey participants were only university students & staffs. To increase the validity of the study, an involvement of different social groups is needed. -The study was conducted only in one country (Malaysia). -Only a limited set of attributes in the model of a friendto-be was taken into account for evaluation of the proposed method. In order to improve the method presented in this work, future directions will include learning an influence of the personal attributes as well as increasing the validity of the corresponding empirical study. One of our future work directions will be allocation of the metrics for evaluation of anonymous behavior of a user.
VI. CONCLUSION
The paper has proposed a new method that gives an opportunity for an OSN user to figure out a model of the friendto-be. The proposed model weights up the user' preferences by setting values to the attributes such as personal data, interests, relationships and behavior properties. These weighted attributes provide an outline of the friend-to-be and consequently give authentic information to establish a friendship. The most important part of the model is the scaling opportunities, allowing a user to evaluate the weights assignment of the attributes of a friend-to-be. The use of scales allows us to factor in the negative factors into the model, i.e., by taking into account users' dislikes. The proposed method thus allows an OSN user to express the preferences for evaluating a friend-to-be model in a specific way, which in turn leads to the reliable decision making of FRA. Unlike existing recommender systems, the proposed method gives a possibility to evaluate a friend-to-be whose profile does not correspond to a user's profile. It also allows for filtering the friend requests, which exhibit an anomalous behavior in an OSN.Through an empirical study by Pearson correlation and Chi-Square goodness of fit tests, the validity of the proposed method has been proved in terms of flexibility, security, effectiveness and satisfaction criteria.
APPENDIX
Survey for the evaluation of the proposed method to become a friend with an OSN user is sumarized in Table 9 . Table 11 allows a responder to build a model of a preferred friend-to-be, where given attributes to be evaluated by the scale from 0 to 4. The method supposes that not all attributes may be weighted. The zero (0) weight means a non-importance of the attribute, while the number 4 means its maximum importance for a responder. Table 12 gives an example of the randomly generated profiles of OSN users. A responder needs to evaluate the likelihood of the FRA, by giving value in the range [0;100] (where 0 means the zero probability of accepting a friend request, while 100 implies a maximum probability of the FRA). 
